Traffic Capture and Decryption Lab
Setup and instructions

Introduction
The aim of this exercise is to get you used to using a traffic capture tool like Wireshark, utilising functionality
to filter out irrelevant traffic and see the data being exchanged between two different IP addresses.
This will help simulate the kind of real world usage of such tools, while also highlighting the issues
with monitoring real time traffic and adding in elements of traffic analysis and data encoding, including
understanding the type and nature of traffic being sent

Aim and Objective
The aim of this exercise is to practice your use of Wireshark and skills for traffic analysis. You will need to
be familiar with:
• Filtering traffic in Wireshark
• The difference between a source and destination
• How to read the content / data of a conversation
• Different types of data encoding
You will need to monitor the traffic on your Kali VM and identify a conversation between your Kali VM
and Ubuntu VM which will be on the same network. The objective is to monitor this traffic and identify the
relevant conversation and read the data being sent between the two VMs.
There will be a GUI (further details below) on your Kali VM, you will use this to enter in the last
message your Kali VM received. Messages sent by your Kali VM or historical messages (i.e. a message
your Kali VM received 2 or 3 messages ago) will be incorrect. A new message will be sent every 25 seconds.
Answers will need to be in plain text / ASCII. If the data being exchanged is not in plain text you will
need to decode it first. If you enter the correct answer the word Correct! will be displayed on the GUI.
Otherwise Too Slow! be displayed. You will need to get the last message received correct 3 times to end the
exercise. There will be no SSL or TLS encryption.
A score will be displayed at the top of the GUI - This is not an assessed lab and the score should be
treated simply as a way of keeping track of your own progress. You are able to attempt this exercise as many
times as you want to try and best your own high score.
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Lab Setup
CHANGE SCREENSHOTS FOR DOCKER SETUP
NOTE: If you are using a Kali VM older than the 2021.1 release you will need to install libpython dev
library. To do this run these commands on your Kali VM - Making sure it has internet access:
1

$ sudo apt update

2

$ sudo apt install libpython3 .9 - dev

You will need to have both the Ubuntu and Kali VM up and running and on the same network. You can
change the network settings by going to the VM settings under Network Adapter (see below for an example
from VMWare Fusion for Mac).

Either the NAT or Bridged Network Adapter will be fine, as long as both VMs are using the same
the network adapter and can communicate with each other. As before we recommend a simple ping test to
confirm this.
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Once your VMs are setup and can communicate download the archive file found on BlackBoard or this
link here Extract it and you should have two folders, Client and Server. Move the Server folder to the
Ubuntu VM and the Client folder to the Kali VM. Once that is done your VMs should look similar to the
below (the IP addresses will likely be different - But as long as thye are on the same sub-net that is the
important thing)
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Running the program
0.0.1

Ubuntu Server

On your Ubuntu VM open a terminal and cd to the Server directory. From there simply run the provided
python compiled file called socket_server.cpython-35.pyc using the following:
1

$ python3 socket \ _server . cpython -35. pyc

This will start the server listening on your Ubuntu VM and you won’t be able to use that terminal
anymore as it will look like this:

That is fine as you won’t need to run anything else on the server until after you have completed the
challenge.
There is also a second python script file called score_encrption.py you don’t need to worry about that
just yet, but importantly you’ll notice this is something that can be opened and read...
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0.0.2

Kali Client

The first thing to do here is start Wireshark. To do this go to the Applications menu (top left hand corner)
and then click on it. In the search bar if you start typing "wireshark" the application will appear and you can
launch it from there. Once you click Wireshark a password prompt will appear. Simply enter in your sudo
password (if you’re using the default Kali VM with no changes that will be "kali" without the quotes)
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On your Kali VM inside the Client directory there is a .ELF file called socket_client, to run this program
type:
1

$ ./ socket_client - sid < student number > - ip < Ubuntu IP >

Inserting your student number. The program will automatically register your score with the server, using
your student number. At the end of the traffic capture portion this will be used to create a encrypted .ssl file
with your score in it. We will cover this in detail further down.
Once the program is running a GUI will appear.

This tells you that the program is up and running and the two VMs will shortly start to exchange messages - Now is time to start looking in wireshark and see if you can find their conversation.
The textbox inside the GUI is where you will need to enter the last message received by your Kali VM
(your answer). You can submit the text entered into the textbox using either the Submit button or by pressing
the Return key. You can quit at any time, however if you quit you will not receive a score for this exercise
and will need to restart.
You score will be displayed at the top of the GUI (the same place that Correct! or Wrong!) will be
displayed). Your score will decrease during the over time as more messages and are sent and received and
your final score will be registered with the server and also printed to the terminal on your Kali VM. This is
not an assessed or marked lab, the score is entirely for your own measurement. You can attempt the exercise
as many times as you want by simply quitting and restarting (both) the server and client.
There are multiple "levels" to this exercise, so the encoding on the messages will change. As it does
so will the amount your score is reduced by. For the first two "levels" your score will go down by 2 for
each message sent and received by your Kali VM. After that your score will go down by 1 for each message
sent and received. However it is again important to remember this is not an assessed lab. The score is for
your own personal measurement and you can attempt this lab multiple times if you wish to beat your current
score. Though I would recommend doing it at least once from start to finish before going for a do over.
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Bonus Round - Score Decryption!
You will notice that your server code is a compiled python script - But that it uses functions from a readable
python script. This is on purpose and allows you to see how the script is encrypting your score text file
and creating the encrypted .ssl file at the end. As a bonus challenge you can then reverse engineer what the
script is doing and decrypt the score ssl file yourself. This is using OpenSSL public and private keys - So
you should be able to refer back to your notes from the crypto lessons to get a good understanding here.
But don’t worry if you get stuck, the score is printed to your Kali terminal and we are on hand to help you
decrypt the score file if needed.
NOTE:
The intention here is not for you to change the score_encryption python file or functions. The idea is
that using the information inside you can work out the correct CLI command.

7

