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Abstract

A rigorousbehavioal specificatiorcangreatly reducerisk

by exposing ambiguities in requirements and making
explicit otherwisetacit information. Sud an external, or

“black box” specification can be developed from

behavioal requirementsin a systematiomannerthrough

the processof sequencenumeation. This processresults
in an arguably complete consistent, and traceable
specification of external system behavior Sequence
abstaction provides a powerful meansto manae and

focus the enumation piocess.

1. Motivation

The box structure development method describesa
softwaresystenthroughthreelevelsof abstractiorj6]. The
first view is the bladk box view, which describesonly
external behaior. The secondview is the statebox view,
which is derived from the black box by addinginternal
state. The third view, the clear box is an algorithmic
implementationof the statebox. The threeviews form a
hierarchy of abstractionswhich allows for stepwise
refinementndverificationaseachview is derived from the
previous. Eachview mustbe complete,consistentandits
correctnesswith respectto ary previous view must be
justified.

The box structuremethodhasbeensuccessfullyapplied
to large industry problems(see,for example,[7]) andits
relationshipto current practicessuch as object-oriented
designhasbeenstudied(see,for example,[3]). For a full
technical presentation of box structures, [Sée

The black box must be developed from the
requirementswhich areoftenincompleteandmay evenbe
inconsistentThis papempresenta methodfor developinga
black box specification from requirementssuch that
completenessnd consistenyg are assuredand suchthat
the result is traceableto the requirements.The method
consideredhere, sequence-basedoftware specification,
has beenusedsuccessfullyin industrial applicationsand

providesa systematicstraightforvard meango discover a
black box specification.

2. Black Box Specification

Let S denotethesetof all obsenableexternaleventsfor
asoftwaresystem.$ is thusthe setof softwarestimuli. Let
R denotethe set of all externally-obserable software
behaiors. R is thusthe setof all software responsesS
will denotethe setof all finite-lengthsequencesf stimuli,
wherethesesequencearetakento representhe historical
sequencef stimuli receved, readfrom left to right. The
special empty sequenceis denoted A, and sequence
concatenation is denoted by juxtaposition, so the
concatenatiomf sequenceai ontotheleft endof sequence
v is denoteduv. S* will denotethe setof all non-empty
sequencesy = St U {A}).

The black box functionfor a software systemis a total
function BB:S$" — R which maps all sequencesof
obsenedstimuli to the appropriatenext responseSoftware
in operationneednot emit a responseafter every stimulus
in a series,but the mappingrule requiresone. Sequences
for which there should be no responseare mappedto a
specialvalue 0 calledthe null responsewhich denotesno
software response.df corvenience BB(A) = 0.

Some sequencesmay be physically or logically
impossibleto obsere for softwarein operation,given the
system definition, but the mapping rule requires some
value from R for every sequenceSequencesvhich are
impossibleare calledillegal sequencesasndaremappedo
thespecialvalue ®. All decisionsabouttreatingsequences
asillegal mustbe justified basedon an assessmeruf risk
[10].

The black box specificationrmay be written usingsome
box structure notation, such as the box description
languageof [6] or [2], or in a takular notation similar to
thatusedin [8]. Black box specificationsare often written
usingconnectves of theform “more recentlythan; “since
the latest, and “prior to the most recent” to describe
circumstancesn the history of stimuli (i.e., to describe



stimulus sequences)Such statementswhile precise,are
often difficult to examine for completeness and
consisteng. Further when a box descriptionlanguageis
used,the result may be very closeto a processnotation,
andthusimposeassumptionsboutthe final designof the
system. To avoid these potential problems, a special
notation callegrefix recursionis introduced.

2.1.Writing Pr efix-Recursive Functions

A prefix-recussive functionis ary function f:X* =Y
(whereX and Y arearbitraryfinite sets)which is written
in the follaving form:

JN) =y,
(ux) =y, if py(ux)

(ux) =y, if py(ux)
Mu € X', ¥x 8 X:

(ux) =y, if p(ux
f(ux) = f(u) otherwise.

The y,, ¥y, ..., ¥, are elementsof Y (they neednot be
constant;one can use a function on X* instead,but y,
must obviously be a constant)andthe p,, p,, ..., p, are
predicates orX* calledcomponent mdicates

Sucha representatiorof functions has adwantagesfor
usein black box specificationsFirst, it is fairly easyto
discover and write such specification functions; a
systematic means exists to attack even comple
specification functions. Second, such specification
functionsmay be quickly corvertedinto a statemachine,
which easesthe transition from black box to state box.
Third, sucha function is no more complec (in a formal
language sense) than its most comglemponent.

A processfor creatinga prefix-recursie specification
function f:$" — Y is outlined below. In this description,
u will denotethe currentstimulussequenceip to but not
including the current stimulus, which is denoted

1. Decide what information is to be dis@ved from the
stimulus sequence. G f a name descripte of this
information.

2. Definethedomainof f. It mustbe someproductof $
(possibly justs").

3. List the possible alues of the specification function
(the co-domairY).

4. Decide on thealuey, for f(A). This is the basis case
of the specificatiorfunction. Write therule f(A) = vy,.

5. Considereadinganarbitrarystimulushistoryfrom ear-
liest stimulusto mostrecentstimulus.Make alist of the
conditions under whiclfi's value should be changed.
(One can think of thealue of a function on sequences

changing as stimuli are accumulated into the stimulus
history, much as one thinks of thalue of a function
changingbetweerntwo pointsin thedomainof anumer-
ical function.)

6. For each condition, consider the stimuli which could

cause the change imlae. For each such stimulus,
write a rule of the form

OuOS,OxOS f(ux) = y;if g(u) andx = s,

wherey; is the changedalue off andg(u) is some
formal expression of the pwéous history conditions.

7. If none of the conditions holds, thalue for the func-

tion does not change for the current stimulus. Capture

this detail by adding the recursion rule
F(ux) = f(u) otherwise

8. Theconditionstatementsnay make referenceo as-yet
undefined specification functions. These must be
defined nw. Mutual recursion is not a problem, pro-
vided the recursion is\ahys to shorter sequences (in
this case, to the prefix).

Consider the following simple example, where the
numbersindicate requirements(1)A safe usesa simple
three-digitcombinationthesedigits mustbe enteredn the
correctorderto unlock the safe.(2)Following anincorrect
entry a “clear” key mustbe pressedbeforethe safe will
acceptfurther input. (3)Oncethe threedigits are entered,
the safeunlocksandthe door opens.(4)Whenthe door is
closed the safeautomaticallylocks. Let the threedigits be
denotedd,, d,, andd;, andassumdor simplicity thatthe
digits are all distinct (this assumptioncan be avoided
throughthe use of abstractstimuli, discussedater). Any
digit whichis not partof the combinationis denotedd , the
clearkey is denotede, andclosingthedooris denotedD.
One sequence which unlocks the safe is thus
Dcd,dcd,d,d, . Write afunctionto determinewhetherthe
door is open.

First, adescriptve nameis required.Let the functionbe
called“door.” Secondhedomainmustbe specified;n this
case,the domainis $ . Third, the co-domainmust be
specified For now, choose{ open closegd ; the co-domain
may be revisited as the function is written (for example,
were it not possibleto tell the stateof the door, a value
“unknown” could beintroduced) Fourth,the specialinitial
value rule is needed.In this case,assumethe door is
initially open(thoughwe could have chosen‘unknown”).
This gives the rule:

door(A) = open.
The fifth stepis to considerconditionsunderwhich the

valuechangesTherearetwo: whenthedooris closed,and
whenthethird digit of the combinationis entered Stepsix



gives two rules(with universalquantificationover u and x
understood):

door(ux) = openif combdu) = 2 andx = d,
door(ux) = closed ifx = D.

The first rule makes use of an as-yet undefined
specificationfunction “combo” to determinethe progress
of combinationentry It will be statedin a moment.Step
seven gies the recurse rule:

door(uX) = door(u) otherwise

By the sameprocess,one can producethe following
definition of the function comba$ — {0, 1, 2 3 error}
(with someshorthandntroducedfor the currentstimulus
and universal quantification over u and x again
understood):

combd)A) = 0
combdquD) = 0
combduc) = 0

combdud,) = 1if combdu) = 0 anddoor(u) = closed
combdud,) = 2 if combdqu) = 1 anddoor(u) = closed
combdud,) = 3if combdu) = 2 anddooru) = closed
combdud,) = errorif combdu) # 0 anddoor(u) = closed
combdud,) = errorif combdu) # 1 anddoor(u) = closed
combdud,;) = errorif combdu) # 2 anddoor(u) = closed

combdud) = errorif combdu) = 0 anddoor(u) = closed
combdux) = combdu) otherwise.

Note that even though there is mutual recursion, the
recursions alwayson shortersequencesndthusthebasis
caseis eventually reachedand the functions are well-
defined.

Looking back over the two function definitions, it
shouldbe clearhow to producea statemachinefrom each.
Given an effective means to compute each of the
componentpredicates,one can thus simply replacethe
specificationfunction with a piece of state data whose
rangeis the rangeof the function. Theinitial valuefor the
statedataitemis given by the basiscase andtherecursve
rule simply statesthatif the statedataitem’s valueis not
changedit remainsthe same,and the rule can thus be
dropped.

A detailed proof that the compleity of a prefix-
recursve function is no greater than that of its most
complex componentis beyond the scopeof this paper
However, considerthe casein which each component
predicatecanbe expressedy a finite statemachine[4]. It
is fairly easyto prove that the entire prefix-recursie
functioncanbeimplementedy a Mealy machine Further
a prefix-recursie function built only of other prefix
recursve functionsthat have a finite-staterepresentation
can be represented by a Mealy machine.

8.1.Writing the Black Box as a Recursve Rule

SinceBB(A) = 0, oneneedonly considettherestricted
mapping BB|S*, and this can be expressedin an
equialent form as BB':$ x $— R. Thus for sequence
WElS, stimulus x&8S, and response rER,
BB(uX) = r mayberead“given history of useu andthe
currentstimulusx, the next softwareresponseés r.” Such
a collection of rules may be written in takular form, with
onetablefor eachstimulusandtwo columns:onecolumn
for previous history conditions (expressedusing prefix-
recursve functions),andonefor the correctnext response.
(A third andfourth columnfor taggingandtracingshould
also be included. Sé&0].)

Written in this mannerthe black box is, itself, a prefix-
recursve function. The basis case (BB(A) = 0) is
assumedand neednot be given explicitly. The recursve
rule (BB(ux) = BB(u) otherwisg is not neededsincethe
blackbox mustbe complete(thereis no “otherwise”—itis
alwaysfalse).This gives arepresentatiofior the blackbox
which is easily corvertedto a statemachine which hasa
simple,straightforvard representatioimn tatular form, and
which avoids unnecessarycomplication with process
notations.Further the notation for the conditionsmakes
checkingcompletenesandconsisteng a simplematter(as
long as the componentpredicatesof the prefix-recursie
functions may be cheekl).

9. The Sequence Enumeration Method of
Specification Writing

9.1.Basics of Sequence Enumeration

How doesone derive such a black box specification
from the requirements?A straightforvard, systematic
meansexistsin sequencenumeation, which is the literal
enumerationn orderby lengthof sequencem $ andthe
assignmenbf the correctresponsdrom R to each;it is
essentiallyanenumeratiorof the orderedpairsof theblack
box function.

Revisiting the simple safe example of the previous
section, the enumerationof Table 1 may be produced.
Numbersin the “trace” columnreferto requirementgrom
the problemstatementDerived requirementareindicated
with an asterisk when introduced.

Table 1: Fir st Safe Enumeration

Sequence| Response | Trace
A 0 Method
e 0 (5*%) The safe is initially

open.
(6*) Thesafeignoreskeypad
input when the door is oper.




Table 1: Fir st Safe Enumeration (Contin ued)

Sequence| Response | Trace

D Lock safe | (4)(5)

d 0 (5)(6)

d, 0 (5)(6)

d, 0 (5)(6)

dy 0 (5)(6)

cc 0 (5)(6)

eD Lock safe | (4)(5)

cd 0 (5)(6)

ed, 0 (5)(6)

cd, 0 (5)(6)

cd, 0 (5)(6)

Dc 0 (7*) No external confirma-
tionis given for combination
entry other than door
release.

DD ® (5)

(8*) It isassumedwith risk)
that the safe cannot be
opened by means other than
combination entry

Dd 0 (7

Dd, 0 (7

Dd, 0 (7

Dd, 0 (7

Very little progresds madehere.It doesbecomeclear
however, that extending the sequencee is identical to

extending the sequence\, in terms of future responses.

This can be made explicit with the notion of sequence
equialence.

Two sequencesire equivalentif and only if they give
identicalresponsefor all futurestimuli. Formally, let p be
an equvalence relation oi$" such that:

(u=,v) & Bwe& S, BB(uw) = BB(vW).

Note thatBB(4) = BB(Vv) isnotrequired.

Given this definition, it is apparentthat A = ;¢. Since
equialent sequencesiways agreeon responseso (non-
empty)extensionsijt is not necessaryo extendboth. Since
A hasalreadybeenextendedonecansimply notethat ¢ is
equialentto A andmove on. Whena sequencai is noted
asequialentto a previously-enumeratedequencer, u is
reducedto v. A sequencevhich cannotbe reducedto a
previously-enumeratedequences irreducible Thus the
sequenceA is always irreducible. Since equialence
relationsaretransitive, so is reduction,andit is reasonable
to require that every reduction be to an unreduced
sequencelt shouldalsobe clearthatall illegal sequences
are equivalent, sinceif a prefix is impossible,the entire
sequencenustbe impossible No illegal sequencaeedbe
extended.

The enumeratiorthusviewed forms a reductionsystem
which is both Church-Rosseand noetherian1], andthus
every equivalenceclassof p hasauniqueelementwhichis
irreducible, and every sequencein § is equialent to
exactly one irreducible sequence.

Continuingthe enumeratiorand noting equivalencesn
the new column “Equiv,” we obtain the enumerationof
Table2. Notethatthereareno sequencekeft to extend;in
this case,the enumerationis eomplete and specifiesa
uniqueresponséor every sequencén $ . Thusacomplete
enumerationis actually a complete, consistent, and
traceablycorrect (with respectto the requirementsfrom
which it is derived) black box specification.To seethat,
indeed,all sequencesre mapped,considerthe sequence
eDd,dcd,d,d; which is not in the enumeration.The
longestprefix of this sequencewnhich doesappearis ¢,
which is equivalentto A . It follows that eDd,dcd,d,d,
canbereducedo Dd,dcd,d,d,. Likewise, Dd,d canbe
replacedvith Dd . Finally we obtain Dd,d,d, , whichis in
the enumerationand has a responseof “Releasedoor’
which must be the response for the entire sequence.

Table 2: Second Saf e Enumeration

Sequence| Response | Equiv. | Trace

A 0 Method

c 0 A (5*) The safe is ini-
tially open.
(6*) The safe
ignores leypad
inputwhenthedoor
is open.

D Lock safe (4)(5)

d 0 A (5)(6)

d, 0 A (5)(6)




Table 2: Second Saf e Enumeration (Contin ued)

Table 2: Second Saf e Enumeration (Contin ued)

Sequence| Response | Equiv. | Trace Sequence| Response | Equi. | Trace
d, 0 A (5)(6) Dd,d, 0 Dd 1))
d, 0 A (5)(6) Dd,d,e | O D 9)
Dc 0 D (7*) No external Dd,d,D | @ (8)
confirmation is
given for combina- Dd.d.d | O Dd 1)(7)
tion entry other 172
than door release.
Dd,d.d, | 0 Dd 1))
DD ® (8*) It is assumed
(with risk) that the Dd,d,d, | 0 Dd )
safe cannot be
opened by means Release 1)(3
otherthancombina- Dd,d.d, door A (13)
tion entry
0 7 Five additionalderived requirementsverediscoveredin
Dd . . :
the processof enumeration.Thesederived requirements
0 7 make explicit behaior which was omitted from the initial
Dd, ) ;
requirements.
Dd, 0 Dd (") 9.2.Writing Black Box T ables From an Enumera-
tion
Dd, 0 Dd )
Every sequencén an enumerations a single-stimulus
Ddc 0 D () extension of some unreduced, legal sequence;every
sequencein $ is equivalent to one unreduced,legal
DdD 0] (8) sequenceThe unreducedlegal sequencearespecial,and
are referred to aganonical sequences
Ddd Dd (7) Recall that the black box function could be written
BB':$ xS$— R, splitting a sequenceinto “previous
Ddd, 0 Dd ) history conditions” and “current stimulus: The canonical
sequencesepresenthe setof previous history conditions.
0 7 If theseconditionscould be expressedising specification
Ddd, Dd ) . | ; meat
functions (preferably prefix-recursie specification
0 ) functions)thenthe enumeratiorcould be transformednto
Ddd; Dd tables \ery easily
- Theprocesdy which onediscoversthe previoushistory
Dd,e 0 D (9%) Pressing clear conditions defined by the canonicalsequencess called
erases ancombi- eanonicalsequencanalysis Thefollowing is anoutline of
nation entered the process.
(resets the safe).
8 1. Constructaconditionmatrix. Rows of the matrix repre-
Dd,D ® (8) sent canonical sequences, and columns represent
named properties of the system under consideration.
Dd,d 0 Dd 1))
2. Extract all canonical sequences from the enumeration,
0 (1)) andlist themdown theleft sideof thetable.Thecanon-
Dd,d, Dd € ; .
ical sequenceshouldbelistedin the orderthey appear
Dd,d, 0 QW)(7) in the enumeration.

3. Beginning with the first canonical sequence after



(which represents initial conditions)pwk as follavs
for each canonical sequence.

a. Splitthesequencénto prefix u andlaststimulusx.

b. Copy ary entries in the no for u into the rov for
ux.

c. Does processing change thealue of ay listed
property? If so, change thalue.

d. Doesprocessingtimulusx changdahevalueof ary

properties which are not listed? If so, add a column

for thenew property write thevalueof the property
in the cell forux, and write the prgous \alue of
the property (prior to processing in the cell for
u.

e. Continue to add property Alue information until
the conditions foux are disjoint from all other
conditions. If this cannot be dongx is not canoni-
cal.

f. Add ary additional property /alue pairs you feel
are needed for clarification.

This actwity is performedn Table3 for theenumeration

enumeration, compar€, to C,,.

e For eachmappingof a sequencaix thatis reducedto
v, compareC, to C,,.

If property f hasvalue a for C,, andvalue b for the

conditionto which it is comparedthenaddthe following

rule to the definition of the specification function:

OwO S, f(wx) = bif C,(w).

Finally, add the recuree rule to eery functionf:
OwOS,0Ox0OS f(wx) = f(w) otherwise

Given the enumerationin Table 2 and the analysisof
Table 3, definitionsfor specificationfunctions“door” and
“combo” arederived in Table4 andTable5, respectiely. A
comparisonreveals that thesespecificationfunctions are
almost identical to the specification functions derived
earlier exceptthatin the earlier versionof “combo; the
combination is not reset until the door is closed.

Table 4: Specification Function door(  ux)
door(A) = open

of Table 2

Table 3: Canonical Sequence Anal ysis

Previous History | Current Value Trace
Condition Stimulus
door(u) = open | D closed | (4)(5)
door(u) = closed| d, open (1))
and
combdu) = 2

otherwise door(u) Method

Table 5: Specification Function combo(  ux)

door combo
A open 0
D closed 0
Dd closed error
Dd, closed 1
Dd,d, closed 2

The entriesin the table associatea precisecondition
with eachcanonicakequenceBy viewing the propertiesas
specificationfunctions, one can read off predicateson
sequenceskor example for canonicalsequenceDd the
condition is ‘dooru) = closedandcombdu) = error.”

These specificationfunctions (one for each property)
cannow be generatedrom the enumeratiorandcanonical
sequenceanalysis(no further information is necessary).
Thoughthis generatiorprocesss tedious,it canbe easily
automated.

Let C, denotethe completecondition for canonical
sequenceau . Eachspecificationfunction hasa basiscase
given by its entryfor A in thecanonicakequencanalysis.
For example,the entryfor “door” is “open’ This gives the
basis case door(A) = open. Next, examine each legal
sequence feeptA ) in the enumeration.

» For eachmappingof anunreducedequencaix in the

combd)A) = 0
Previous History | Current
Condition Stimulus Value Trace
door(u) = closed | d, d,,d; | error (7)
and
combdu) = 0
door(u) = closed | d, 1 (7)
and
combdu) = 0
door(u) = closed | ¢ 0 (2)(7)
and
combdu) = error




Table 5: Specification Function combo(  ux)
(Contin ued)
combd)) = 0
Previous History | Current
Condition Stimulus Value Trace
dooru) = closed | d, d,,d; | error 1))
and
combdu) = 1
dooru) = closed | d, 2 1))
and
combdu) = 1
dooru) = closed | d, d,,d, | error 1))
and
combdu) = 2
door(u) = closed | dj 0 1E)
and
combdu) = 2
otherwise combdu) | Method

Finally, the black box tablesmustbe generatedqagain,
no information beyond the enumerationand analysisis
required). The processfor generatingthe black box is
simpler than the processfor deriving the specification
functions, and may also be automated.

Considerevery sequencéexcept ) in theenumeration
(legal andillegal). If sequencaux is mappedto response
¥, then add the black box rule:

Ow O S, BBwx) = rif C,w).

The black box tablesfor the safe example appearas
Table 6 throughTable 11. In thesetables,u denotesthe
previous stimulus history. To save space,these tables
(except the first) have beencompressedy meiging the
conditions and traces ofws with the same response.

Table 6: Stim ulus ¢

Previous History

Condition Response Trace
door(u) = open 0 (5)(6)
door(u) = closedand | 0 (7)
combdu) = 0

door(u) = closedand | 0 2)(7)
combdu) = error

Table 6: Stim ulus ¢ (Continued)

ggerqu(s)nHistory Response Trace
dooi(u) = closedand | 0 )
combdu) = 1
door(u) = closedand | 0 %)
combdu) = 2
Table 7: Stim ulus D
ggerqu(s)nHistory Response Trace
dooi(u) = open Lock safe (4)(5)
doox(u) = closed ® (8)
Table 8: Stim ulus d
gger:ig)i;anistory Response Trace
ary 0 DG)E)(7)
Table 9: Stim ulus d;
CP::)ergi(;)i;Ji;nHistory Response Trace
ary 0 DG)E)(7)
Table 10: Stim ulus d,
(F;:)erqi(;)itjianistory Response Trace
ary 0 DG)E)(7)

4. Managing SequenceEnumeration Through

Abstraction

While the enumeration of Table 2 does reveal
informationmissedin the requirementsit doesrepresent
considerableamountof effort for the resultobtained.The
enumeratioprocessanbefocusedandcontrolledthrough
the plicit use of abstraction.

A sequenceabstraction providesan alternateview of a
sequencewhich hides or amplifies certain details. As



Table 11: Stim ulus ds

Table 12: Thir d Safe Enumeration (Contin ued)

developerswork, they oftenbegin to inventterminologyfor
software conditions, such as “complete combination” or
“error entry” It is often more productve to work at with
theseabstiact stimuli insteadof the discrete(or atomic
stimuli). It canalsogreatlyshortenenumeratioreffort. Let
C denotethe sequenced,d.d,, and let E denoteary
sequence matching thegrdar expression:

d+d,+d;+dy(d+d, +dy) +d,dy(d+d; +dy).

Then the length-four sequence Dd,d,d; can be
expressedas the length-two sequenceDC, and the 9
sequencef the enumerationwhich correspondto the
error condition can be replacedby the single sequence
DE. In fact, theintroductionof thesetwo abstractstimuli
removes the needfor the atomic stimuli d, d,, d,, and
d; . The entireenumeratiorcan be reducedto that shavn
in Table 12

Table 12: Thir d Safe Enumeration

Sequence | Response | Equivalence | Trace
A 0 Method
c 0 A (5)(6)
D Lock safe (4)(5)
C 0 A (5)(6)
E 0 A (5)(6)
Dc 0 D (7
DD o (5)(8)
DC Release A 1A
door

DE 0 W)
DEc 0 D 2)(7)

Previous History Sequence | Response | Equialence | Trace
Condition Response Trace

DED o (8)
door(u) = open or 0 (1)(G)6)(7) DEC 0 DE L)
(door(u) = closedand
combdu) #2) DEE 0 DE (1)(7)
door(u) = closedand | Release door | (1)(7) 4.1.Properties of Sequence Abstractions
combdu) = 2

A sequenceabstractioncan be viewed as a mapping
@ X" = Y" from sequencesof atomic stimuli X to
sequencef abstractstimuli Y. The previous example

reveals the three requirements for a sequence abstraction:

* Non-increasing Abstractsequencemustbeno longer
thanthe correspondin@tomicsequenceslhe mapping
is  non-inceasing if and only if
Mu & X', |@(u)| < |ul.
¢ Stimulus ordering. Abstractionanustpresere thehis-
torical orderingof stimuli. The mapping¢ obeys the
stimulus ordering property if and only if
®u, vE X*, @(u) is a prefix of @(uv). Note that this
propertyis similar to, but wealer than,requiringthat ¢
be a homomorphism.

« Disjoint. All abstract stimuli used must be disjoint.

Not surprisingly abstractiongan be definedas prefix-
recursve functions.Let Y = { v, y,, ..., ¥,} bethesetof
abstractstimuli, and let p,, p,, ..., p, be a collection of
mutually-disjointpredicategwhere p; is thecharacteristic
predicateon X* for abstractstimulus y,, which is true
exactly when the conditionsfor the abstractstimulusare
satisfied).The abstractiong: X" — Y* is thus definedas
follows:

®N) = A
ux) = @u)y, if py(ux)

ux) = eu)y, if p,(ux

Ou 0 X, Ox O x:g

ux) = u)y, if p,(Ux)
ux) = ¢(u) otherwise.

Clearly ary function so defined obeys the stimulus
ordering property For eachatomic stimulus at most one
abstractstimulusis addedto the abstractsequenceso ary
function so defined is also non-increasing.

Abstractstimuli must be disjoint; that is, two abstract
stimuli cannotboth apply at the sametime. This is the
easiestrequirementto miss. Considerwhat would have
happened had we definédas follovs:

(d+d(d+d; +dj;)
+d,d,(d + d; +d,)
+d, +d;)(d+dy +d, +dj)".



This is a regular expressiorfor all sequencesf d, d,,
d,, and d; which do not start d,d,d;, and is the
“obvious” way to definek.

Given this new definition of E, considerthe atomic
sequenceDd,dd,dd. This may be mappedto abstract
sequence®E , DEE , DEEE , or DEEEE , andthus ¢ is
no longer a well-definedfunction. Further do we needto
add DEE to the enumeration™None of the sequence$o
which it correspondss illegal, but all arealreadycovered
under DE . Caremustbe taken to insurethat all abstract
stimuli used at once are disjoint.

The characteristicpredicatesfor abstractstimuli can
themseles be specified in prefix-recursie form. For
example, the abstractstimulus E can be defined by
characteristic predicatpg as follavs:

pe(h) = false
Mu E X', ®x & X:
pe(ud) = trueif dooru) = closed
g(ud,) = trueif door(u) = closedandcombdu) # 0
%E(udz) = trueif doonu) = closedandcombdu) # 1
g(ud;) = trueif door(u)
pe(uX) = falseotherwise.

closedandcombdu) # 2

4.2.Working With Abstractions

Enumerationsare constructedto explore and define
systembehaior. For this reason|t is seldomadvisableto
spendmuchtime on precisedefinitionsof abstractstimuli.
Abstractstimulusdefinitionswill be basedon the current
understandingf the systemand as enumeratiorproceeds
that understandingnay change possiblyinvalidating ary
hardwork on precise formal abstractstimulusdefinitions.
For this reason, it is recommendedthat abstraction
definitionsbeleft informal until a completeenumerations
obtained Any informal abstracstimulusdefinitionmustbe
sufiiciently precise to check the follang two properties:

» Theabstractstimulusis disjoint from all otherabstract
stimuli.

» Thedefinition canbe unambiguouslyinderstoody all
developers.

Oncea completeenumeratioris in hand,constructinga
formal abstractiordefinitionwill typically be mucheasier
There are adwantagesto having formal definitions for
abstractions: constructing a formal definition for an
abstractionprovides a check on the soundnessof the
definition, createsan artifact which can be more widely
sharedandreusedandprovidesa simplemeango remove
abstractions from a black box specification.

Let BB:Y" = R be an abstractblack box and let
@ X" = Y betheabstractiorused.The atomichlack box
is thereforep [BB: X" — R, which canbe discoveredby
composingthe abstractionwith the abstractblack box. In
termsof prefix-recursie functions,this is simply a matter

of substituting the definition of an abstract stimulus
everywherethe stimulusis mentioned An exampleof this
technique can be found in the case study. &f.

4.3.Abstract Responses

Considerthe abstractenumerationof Table 12. The
resulting specificationis completeand consistentfor the
abstracsstimulusset{ ¢, D, C, E} . Considey however, the
atomic sequenceDd;ed;d,. This sequencemaps to
abstractsequenceD , dropping all other atomic stimuli
since neither C nor E is satisfied.This should not be
surprising,since abstractionsare intendedto hide details
and,if thesequencegetshorterwithoutasharpincreasen
the numberof stimuli theremustbe someinformationloss.
Thereis thussomerisk associateavith usingabstractions.
This can be counteredby removing abstractions,thus
exposing ary incompletenessat the level of atomic
stimulus sequencesAny such missedblocks are easily
identified, and can then be furthevéstigated.

4.4.Using Abstract Responses

An abstractionis a mary-to-one mappingwhich may
hide details. Let BB:S" — R be the atomic black box
function,andlet BB:Y" — R, beanabstractiew of the
same black box with abstractign$’ — Y.

Let u, vElS" be two atomic sequencessuch that
®(u) = @(v) but BB(u) # BB(V) . It is no longer possible
to distinguish betweenthese two sequencedo assign
differentresponsesit the abstractievel, andthusa single
abstiact responseg mustbe assignedn the abstractlack
box. The hiddeninformation may be recoreredfrom the
atomic stimulussequencédof which the abstractsequence
is merely a different view), and one may thus view any
suchabstractvalue r asa mappingfrom atomicsequences
to atomic responsesS’ — R.

By consideringall abstractresponsego be functions
(abstract responseswhich correspondone-to-one with
atomicresponsemaybeviewedasconstanfunctions) the
relationshipbetweenthe abstractand atomic black boxes
can be more clearly stated:

BB (¢(u))(4) = BB(W).

(Heretheabstractesponsés BB (¢(u)) , whichis actually
a function. The value of this function at u is the correct
atomic response.)

5. Conclusions

Sequence-basedpecification techniques provide a
systematicmeansto discover a black box specification
from behaioral requirements.The enumerationprocess
resultsin an arguably complete,consistentand traceably
correct specification of external software behaior.
Sequenceabstractiortechniqguesanbe usedto focusand
control the work. The emphasis on prefix-recursie



functionsthroughoutsimplifies(andprovidesopportunities
to automate) mary of the procedures.A black box
developed using these techniquesis fully traceableto
requirementsand provides for easytransformationinto a
state machine (the state box).

Thoughthefocusherewas on theuseof prefix-recursie
functions to express the specification discorered by
sequenceenumeration,the enumerationand abstraction
techniquesareindependentf the final form in which the
specificationis expressed.One could have usedanother
takular form, suchasthosediscussedn [8], or a schema-
basedepresentatiorsuchasthe Z notation[13] to express
the specification.

Thesetechniquesare currentlybeingusedon industrial
applicationswith good results. An early version of a
commercialtool which supportsenumeration,canonical
sequencanalysisandgeneratiorof all blackbox tablesis
available.

Sequence-basedpecificationsare easily transformed
into statemachinegqfor details,see[9]), a fact which has
led to researchnto developingsoftwareusagemodels[14]
and test oraclesdirectly from such a specification.The
development and maintenance of a sequence-based
software specificatiorhasmary advantagesvhich may be
exploited during testingL1].
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